
PCI 2.0: 
Still 

Compromising Controls 
and 

Compromising Security 



PCI? At DefCon? Again? 

 

 

Use the hashtag #DefconPCI to rant on the 
Twitterz during this talk. We damn sure will! 

 

Use @defconPCIpanel for  

comments or Twitter-heckling 



Who are we? 

• Dave Shackleford @daveshackleford 

• Joshua Corman @joshcorman 

• James Arlen @myrcurial 

• Jack Daniel @jack_daniel 

• Alex Hutton @alexhutton 

• Martin McKeay @mckeay 

 



Usual disclaimers 

• We do not speak for our employers, clients or 
customers.  Nor for our spouses, siblings, or 
offspring.  But my dog will back me up. 

• Our opinions are our own, the facts are as we 
see them. 

• We aren’t lawyers…etc. 

• These QSAs are not your QSAs. 



Déjà vu all over again 



Déjà vu all over again 



Last year… 

• PCI 2.0 was new. 

• PCI 2.0 was “fresh”. 

• PCI 2.0 was just as frustrating as PCI 1.x. 

• PCI 2.0 was still lacking in concrete guidance 
on a LOT of things: 

– Mobile devices 

– Virtualization 

• So…where the hell are we now? 



The Good 



Becoming 
Compliant is not 
easy 



So what? 
 
Does Compliance affect “secure” at 
all? 



We don’t know how to measure 
“secure” so the best we can look at 
is the frequency & characteristics 
of incidents, and compare those to 
PCI.   



How difficult and targeted 

were the attacks? 







The Bad 



The Bad 



Sometimes people cheat 



The Ugly 



Is History Doomed to Repeat Itself? 

• We are doing the same %&$# as a decade ago. 

• Firewalls. 

• SSL. 

• Patches (maybe). 

• Crypto (sort of). 

• Can a WAF save us all!? 

– Ahem. 



The Ugly 



The Solution(s)? 


